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DOCUMENT INFORMATION
Disclaimer

Decawave reserves the right to change product specifications without notice. As far as possible changes to
functionality and specifications will be issued in product specific errata sheets or in new versions of this
document. Customers are advised to check the Decawave website for the most recent updates on this
product

Note: For the purpose of this document, “DWM1001” can also refer to “DWM1001C”. The only difference
between both modules is that DWM1001C is certified and its OTP memory is calibrated to comply with
FCC/ETSI regulations.

Copyright © 2020 Decawave Ltd

LIFE SUPPORT POLICY

Decawave products are not authorized for use in safety-critical applications (such as life support) where a
failure of the Decawave product would reasonably be expected to cause severe personal injury or death.
Decawave customers using or selling Decawave products in such a manner do so entirely at their own risk
and agree to fully indemnify Decawave and its representatives against any damages arising out of the use of
Decawave products in such safety-critical applications.

my . Caution! ESD sensitive device.
m Precaution should be used when handling the device in order to prevent permanent damage

© Decawave Ltd 2020 1.1 Page 2 of 29




PANS: Gateway Quick Deployment Guide @ Decawave

)

(2)

©)

(4)

DISCLAIMER

This Disclaimer applies to the software provided by Decawave Ltd. (“Decawave”) in support
of its DWM1001 module product (“Module™) all as set out at clause 3 herein (“Decawave
Software”).

Decawave Software is provided in two ways as follows: -
@) pre-loaded onto the Module at time of manufacture by Decawave (“Firmware”);
(b) supplied separately by Decawave (“Software Bundle”).

Decawave Software consists of the following components (a) to (d) inclusive:

@) The Decawave Positioning and Networking Stack (“PANS”), available as a library
accompanied by source code that allows a level of user customisation. The PANS
software is pre-installed and runs on the Module as supplied, and enables mobile “tags”,
fixed “anchors” and “gateways” that together deliver the DWM1001 Two-Way-
Ranging Real Time Location System (“DRTLS”) Network.

(b) The Decawave DRTLS Manager which is an Android™ application for configuration
of DRTLS nodes (nodes based on the Module) over Bluetooth™,

(c) The Decawave DRTLS Gateway Application which supplies a gateway function (on
a Raspberry Pi ®) routing DRTLS location and sensor data traffic onto an IP based
network (e.g. LAN), and consists of the following components:

e DRTLS Gateway Linux Kernel Module

DRTLS Gateway Daemon

DTRLS Gateway Proxy

DRTLS Gateway MQTT Broker

DRTLS Gateway Web Manager

(d) Example Host API functions, also designed to run on a Raspberry Pi, which show
how to drive the Module from an external host microprocessor.

The following third party components are used by Decawave Software and are incorporated in
the Firmware or included in the Software Bundle as the case may be: -

(a) The PANS software incorporates the Nordic SoftDevice S132-SD-v3 version 3.0.0
(production) which is included in the Firmware and is also included in the Software
Bundle;

(b) The PANS software uses the eCos RTOS which is included in the Software Bundle.
The eCos RTOS is provided under the terms of an open source licence which may be
found at: http://ecos.sourceware.org/license-overview.html;

(c) The PANS software uses an open source CRC-32 function from FreeBSD which is
included in the Software Bundle. This CRC-32 function is provided under the terms of
the BSD licence which may be found at:
https://github.com/freebsd/freebsd/blob/386ddae58459341ec567604707805814a2128
a57/COPYRIGHT;
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(d) The Decawave DRTLS Manager application uses open source software which is
provided as source code in the Software Bundle. This open source software is provided
under the terms of the Apache Licence v2.0 which may be found at
http://www.apache.org/licenses/LICENSE-2.0;

(e) The Decawave DRTLS Gateway Application uses the following third party

components: -

0] The Linux Kernel which is provided as source code in the Software Bundle.
The Linux Kernel is provided under the terms of the GPLv2 licence which may
be found at: https://www.gnu.org/licenses/old-licenses/gpl-2.0.en.html and as
such the DWM1001 driver component of the DRTLS Gateway Application is
provided under the same license terms;

(i) The three.js JavaScript library, the downloadable version of which is available
here https://threejs.org/, is provided under the terms of the MIT Licence which
may be found at https://opensource.org/licenses/MIT.

Items (a), (b), (c), (d) and (e) in this section 4 are collectively referred to as the “Third Party
Software”

Decawave Software incorporates source code licensed to Decawave by Leaps s.r.0., a supplier
to Decawave, which is included in the Firmware and the Software Bundle in binary and/or
source code forms as the case may be, under the terms of a license agreement entered into
between Decawave and Leaps s.r.0.

Decawave hereby grants you a free, non-exclusive, non-transferable, worldwide license without
the right to sub-license to design, make, have made, market, sell, have sold or otherwise dispose
of products incorporating Decawave Software, to modify Decawave Software or incorporate
Decawave Software in other software and to design, make, have made, market, sell, have sold
or otherwise dispose of products incorporating such modified or incorporated software
PROVIDED ALWAYS that the use by you of Third Party Software as supplied by Decawave
is subject to the terms and conditions of the respective license agreements as set out at clause 4
herein AND PROVIDED ALWAYS that Decawave Software is used only in systems and
products based on Decawave semiconductor products. NO OTHER LICENSE, EXPRESS OR
IMPLIED, BY ESTOPPEL OR OTHERWISE TO ANY OTHER DECAWAVE
INTELLECTUAL PROPERTY RIGHT, AND NO LICENSE TO ANY THIRD PARTY
TECHNOLOGY OR INTELLECTUAL PROPERTY RIGHT, IS GRANTED HEREIN,
including but not limited to any patent right, copyright, mask work right, or other intellectual
property right relating to any combination, machine, or process in which Decawave
semiconductor products or Decawave Software are used.

Downloading, accepting delivery of or using Decawave Software indicates your agreement to
the terms of (i) the license grated at clause 6 herein, (ii) the terms of this Disclaimer and (iii)
the terms attaching to the Third Party Software. If you do not agree with all of these terms do
not download, accept delivery of or use Decawave Software.

Decawave Software is solely intended to assist you in developing systems that incorporate
Decawave semiconductor products. You understand and agree that you remain responsible for
using your independent analysis, evaluation and judgment in designing your systems and
products. THE DECISION TO USE DECAWAVE SOFTWARE IN WHOLE OR IN PART
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IN YOUR SYSTEMS AND PRODUCTS RESTS ENTIRELY WITH YOU AND
DECAWAVE ACCEPTS NO LIABILTY WHATSOEVER FOR SUCH DECISION.

DECAWAVE SOFTWARE IS PROVIDED "AS I[S". DECAWAVE MAKES NO
WARRANTIES OR REPRESENTATIONS WITH REGARD TO DECAWAVE SOFTWARE
OR USE OF DECAWAVE SOFTWARE, EXPRESS, IMPLIED OR STATUTORY,
INCLUDING ACCURACY OR COMPLETENESS. DECAWAVE DISCLAIMS ANY
WARRANTY OF TITLE AND ANY IMPLIED WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT OF ANY THIRD
PARTY INTELLECTUAL PROPERTY RIGHTS WITH REGARD TO DECAWAVE
SOFTWARE OR THE USE THEREOF.

DECAWAVE SHALL NOT BE LIABLE FOR AND SHALL NOT DEFEND OR
INDEMNIFY YOU AGAINST ANY THIRD PARTY INFRINGEMENT CLAIM THAT
RELATES TO OR IS BASED ON DECAWAVE SOFTWARE OR THE USE OF
DECAWAVE SOFTWARE. IN NO EVENT SHALL DECAWAVE BE LIABLE FOR ANY
ACTUAL, SPECIAL, INCIDENTAL, CONSEQUENTIAL OR INDIRECT DAMAGES,
HOWEVER CAUSED, INCLUDING WITHOUT LIMITATION TO THE GENERALITY OF
THE FOREGOING, LOSS OF ANTICIPATED PROFITS, GOODWILL, REPUTATION,
BUSINESS RECEIPTS OR CONTRACTS, COSTS OF PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION), LOSSES OR EXPENSES RESULTING FROM THIRD PARTY
CLAIMS. THESE LIMITATIONS WILL APPLY REGARDLESS OF THE FORM OF
ACTION, WHETHER UNDER STATUTE, IN CONTRACT OR TORT INCLUDING
NEGLIGENCE OR ANY OTHER FORM OF ACTION AND WHETHER OR NOT
DECAWAVE HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES,
ARISING IN ANY WAY OUT OF DECAWAVE SOFTWARE OR THE USE OF
DECAWAVE SOFTWARE.

You acknowledge and agree that you are solely responsible for compliance with all legal,
regulatory and safety-related requirements concerning your products, and any use of Decawave
Software in your applications, notwithstanding any applications-related information or support
that may be provided by Decawave.

Decawave reserves the right to make corrections, enhancements, improvements and other
changes to its software, including Decawave Software, at any time.

Mailing address: Decawave Ltd.,

Adelaide Chambers,
Peter Street,

Dublin D08 T6YA
IRELAND.

Copyright (c) 15 November 2017 by Decawave Limited. All rights reserved. All trademarks are the
property of their respective owners.
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PANS: Gateway Quick Deployment Guide

1 OVERVIEW

This document explains how to quickly add gateways and networking functionalities to a RTLS
system based on the Positioning And Networking Stack (PANS) for the DWM1001.

Adding gateways to a PANS network offers augmented features such as RTLS system configuration
and monitoring from a web-manager or interfacing with an MQTT broker.

The following software and hardware components are required to deploy a PANS network with
gateways (also known as PANS R2 — Release 2).

Software:

e DWM1001_PANS R2.1.hex
e  DRTLS Android Manager : DRTLS_Android_Manager_R2.1.apk
e Raspberry Pi Model 3B Raspbian image: DRTLS_raspbian_R2.1.img

Software Tools: (license free)

e Segger J-Flash Lite for re-Flashing DWM1001-DEV boards

e Etcher — for writing the Raspbian image file to an SD card

e Advanced IP Scanner — for finding the Raspberry Pi’s network IP address

e SSH client such as TeraTerm or PuTTY for communicating with the Raspberry Pi

Hardware:

e MDEK1001 Kit (containing 12 DWM1001 development boards.)

e Raspberry Pi 3 model B (R3B) with a power supply and eventually ethernet cable
e 16 GB micro-SD card and a micro-SD card reader

e 2x13 GPIO Header (long pin) for Raspberry Pi 3 model B

e APCrunning Windows

Important notes:
The DRTLS gateway application is currently compatible with Raspberry Pi 3 model B only. The
Raspberry Pi 3B+ model is not supported.

The pre-installed software on DRTLS_raspbian_R2.1.img are only promised to work with the provided
Linux system. Any update of the Linux system may lead to unpredictable behavior.

The user is free to use any suitable software in order to interact with a DWM1001 device. The
software mentioned through the document are recommendation only and not mandatory.
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2 DWM1001 UPDATE

The first step consists in updating each DWM1001-DEV with the latest version of PANS firmware for
DWM1001. To do so, download Segger J-Flash Lite for windows, see
https://www.segger.com/products/debug-probes/j-link/technology/flash-download.

Connect the DWM1001-DEV to a computer through the USB interface and follow the steps below:

1. Launch J-Flash Lite

2. Select the NRF52832_XXAA target, SWD interface and 1000 kHz clock speed (see Figure 1)

B | SEGGER J-Flash Lite 6.22g — *
Target
Device Interface Speed
NRF52832_XXAA :l SWD v 11000 ~ oK
Select a device

Figure 1: Segger J-Flash configuration

3. Select “DWM1001_PANS_R2.1.hex” as data file and click on “Program Device”

Devices can be flashed successively without quitting J-Flash Lite. To quickly flash multiple DWM1001-
DEV boards, it is only necessary to disconnect the flashed board, connect a new one over USB and
click on “Program Device” again.
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3 CREATE AN RTLS NETWORK
3.1 Using the DRTLS Android manager
Download the latest version of the DRTLS Manger from the Google Play store.

In order to configure the DWM1001-DEV devices and create a UWB RTLS system, please follow the
instructions from:

e https://www.youtube.com/watch?v=hI8EaU5nOmI&t=11s

e http://v.youku.com/v_show/id XMzQ4NjM2NjclMg==.htm|?spm=a2h0k.8191407.0.0&from
=s1.8-1-1.2

e The MDEK1001_Quick_Start_Guide:
https://www.decawave.com/product/dwm1001-module

The correct configuration of the RTLS network can be verified in the DRTLS Manager from the
“Network” tab. Verify that the number of anchors and tags is correct.

The network PAN ID is also provided as “Network Id”. As the PAN ID is required for bridge node
setup, it should be recorded. In the example below, the PAN ID is 0x8395. (see Figure 2)

=  Network A ° I

Test

network id: 0x8395
A anchors: 3
Q tags: 1

Figure 2: PAN ID definition in DRTLS
Manager
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3.2 Using the UART shell mode

PANS firmware offers APls to create a network and configure nodes directly over the UART. For
advanced users, this method can be faster than configuring over the DRTLS Manager.

Follow the instruction below to enable the UART shell mode:

1. Download and install TeraTerm for Windows: https://osdn.net/projects/ttssh2/releases/

2. Connect the DWM1001-DEV to the PC over USB and launch TeraTerm. Click on the “Setup
Tab”, select “Serial Port”. The serial port configuration should be as defined as in Figure 3.
Please note the port number may vary as it depends on the PC configuration.

Tera Term: Serial port setup X
Port: COM25_ | ~
Baud rate: 115200 ~
Data: 8 bit v Cancel
Parity: none v
Stop: 1 bit v Help
Flow control: none v

Transmit delay
0 msecfchar 0 msecfline

Figure 3: UART configuration for serial
connection with TeraTerm

3. Connect to the virtual com port selected by the computer (may differ from the COM25 value
in this example.) Click on “File” tab, “New Connection” and select “Serial”. The port value
should be set automatically, but ensure it corresponds to the DWM1001 in case there are
several virtual com ports. Click “OK”.

4. Inthe shell, press “Enter” key twice in order to start the DWM1001 UART shell mode. If
failed, try again. The device answer should match Figure 4:

DHH1001 TWR Real Time Location System

Copyright : 2016-2019 LEAPS and Decawave
License : Please visit https://decawave.comn/dunl1001 license
Compiled : Feb 11 2019 04:21:32

7 or help

Figure 4: UART Shell header text after successful connection

A PANS based network is made of several nodes running in different functional modes:
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e Initiator: anchor that will initiate the network. A network must contain at least one.
e Anchor: used as reference to calculate tags position with trilateration.
e Tag: mobile node to be tracked within the system.

Configure the initiator:
Figure 5 shows configuration of an initiator with UART shell.

nis 0x1234
. ok

aps 0 0 1800
ok

nmi

DWM1081 TWR Real Time Location System

Copyright : 2016-2019 LEAPS and Decawave
License : Please visit https://decawave.com/dwnl1B01 license
Compiled : Feb 11 2019 04:21:32

? or help

INF] sys: fw2 fw_ver=x01030001 cfg_ver=x00010700

INF1 uwb®: panid=x1234 addr=xDECAR671D2A38207

INF] mode: ani (act,real)

INF1 uwbmac: connected

INF]1 uwbmac: bh disconnected
cfg: sync=0 fwup=0 ble=1 leds=1 init=1 upd_rate_stat=120 label=DW8207
enc:

of f
ble: addr=D6:6B:BB:7A:4B:40

Figure 5: Initiator configuration with UART shell

The commands to configure an initiator are:
e nis 0x1234:setupthe node PAN ID to 0x1234

e aps 0 0 1800:setup the node coordinates to x=0y=0z=1.8m

e nmi: configure the node as initiator and reset the device. The UART shell mode must be re-
entered as described previously, by sending “Enter” twice

The si command provides information about the node status, in particular its running mode and
label.

Configure an anchor:
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The Figure 6 shows configuration of an anchor with UART shell:

nis 0x1234
: ok

aps 10000 10000 1800
: ok

nma

DWM1601 TWR Real Time Location System

Copyright : 2016-2019 LEAPS and Decawave
License : Please visit htips://decawave.comn/dunlB01 license

Compiled : Feb 11 2019 04:21:32

? or help

INF] sys: fw2 fw_ver=x01030001 cfg_ver=x00010700

INF1 uwbB: panid=x1234 addr=xDECARAF?7291421C8D

INF1 mode: an (act,-)

INF] uwbmac: disconnected

INF1 uwbmac: bh disconnected
cfg: sync=0 fwup=0 ble=1 leds=0 init=0 upd_rate_stat=120 label=DW1C8D-ACF3
enc:

of f
ble: addr=D1:D2:8C:24:DC:61

Figure 6: Anchor configuration with UART shell

The commands to configure an anchor are:
e nisandaps, aspreviously described

e nma: configure the node as an anchor and reset the device. The UART shell mode must be
re-entered as described previously, by sending “Enter” twice

The si command provides information about the node status, in particular its running mode and
label.

Configure a tag:

The Figure 7 shows configuration of a tag with the UART shell:

DWM1001 THR Real Time Location System
Copyright : 2016-2019 LEAPS and Decawave

License . Please visit htips://decawave.com/dwn1001 license
Compiled : Feb 11 2019 04:21:32

7 or help

sys: fw2 fuw_ver=x01030001 cfg_ver=x00010700

uwb@: panid=x1234 addr=xDECAAF7291421C8D

mode: tn (act,twr,np,le)

uwbmac: disconnected

uwbmac: bh disconnected

cfg: S¥?c:0 fwup=0 ble=1 leds=0 le=1 1p=0 stat_det=0 mode=0 upd_rate_norm=1 upd_rate_stat=100 label=DW1C8D-ACF3
enc: o

ble: addr=D1:D2:8C:24:DC:61

Figure 7: Tag configuration with UART shell

The commands to configure a tag are:
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e nis as previously described

e nmt: configure the node as a tag and reset the device. The UART shell mode must be re-
entered as described previously, by sending “Enter” twice

The si command provides information about the node status, in particular its running mode and
label.

The creation of a network as described in the previous steps will enable location of tags across the
system. The location can be retrieved from an active tag or passive anchor, over UART, SPI interface,
or from the Bluetooth interface with the DRTLS Manager for examples.

In the following section, we will add a gateway node in order to create a centralized network. It will
enable network configuration and monitoring from a web-manager.
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4 GATEWAY SETUP AND CONFIGURATION

A gateway consists of a DWM1001-DEV and a Raspberry Pi 3 model B (R3B). The DW1001-DEV must
be configured as a bridge node.

4.1 Bridge node setup and configuration

The bridge node requires a DWM1001-DEV, which can be extracted from a MDEK1001 unit. Remove
the DWM1001-Dev from the plastic enclosure by unscrewing it (three screws).
The battery connector can be removed as the R3B provides power to the board.

In order to connect the DWM1001-DEV pcb to the R3B, it is necessary to solder a 2x13 GPIO header
(long pins) onto the pcb. Please see Figure 8 for reference.

Figure 8: Photo on the DWM1001-DEV with
additional long ping header

In order to configure the bridge node, please setup a serial connection as described in
section 3.2 and use the following commands:

1. Send “Enter” twice to enter UART shell mode

2. Send “nis 0x1234” to set the Panld and associate the bridge node with the network
(0x1234 is only an example, the actual value may differ)

3. Send “nmb” to set the device as a bridge node.

4. The correct configuration can be verified using the command “si” after restarting the UART
shell mode
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4.2  Setup the raspberry pi 3 model B

The next step consists of flashing the provided Raspberry Pi image to the micro-SD card. To do so,
download “etcher”, free of charge:
https://etcher.io/

Connect the micro-SD card to the computer and launch etcher. In “select image”, chose
“DRTLS_raspbian_R2.1.img” file. The sd-card should automatically be detected. Click on “flash”.

The R3B can be connected to a network over either WIFI or ethernet. If WIFI is selected, it is possible
to perform network configuration directly on the SD card, before booting the R3B.

To configure the WIFI network, open the SD card in the windows explorer. By default, it will be called
“boot”. Create a file “wpa_supplicant.conf” in the boot directory using a text editor tool such as
notepad. Note .conf must be the file extension and not only part of the name.

Copy the following in the wpa_supplicant.conf file previously created, altering the ssid and psk field
with your network credentials.

ctrl_interface=DIR=/var/run/wpa_supplicant GROUP=netdev

network=
ssid="YOUR_NETWORK_NAME"
psk="YOUR_PASSWORD"
key_mgmt=WPA-PSK

Insert the SD card in the R3B and connect it to a power supply. The R3B will automatically join the
network over ethernet or WIFI depending on the preferred method.

In order to identify the IP address of the R3B, please download and install Advanced IP Scanner (free
software):
https://www.advanced-ip-scanner.com/

Open Advanced IP scanner and perform IP exploration with the keyword “raspberry”. If you are not
sure about your network IP address baseline (192.168.x.x), please find it by checking your PC IP
address.

() Advanced IP Scanner — ] x
File View Settings Help
» Scan _IP _C Et E =
[192.168.85.1-254 Example: 192.168.0.1-100, 192.168.0.200 | [raspberry o
Results  Favorites
Status Name 13 Manufacturer MAC address Comments.
raspberrypi 192.168.8553  Raspberry Pi Foundation B8:27:EB:EC:0E19
Faspbernpi-4 192.168.8559  Raspberry Pi Foundation B8:27:EB:E0:5%FD
Faspbernpi-6 192.168.85.110  Raspberty Pi Foundation B8:27:EB:A9:2FFF
Faspbernpi-2 192.168.85.135  Raspberty Pi Foundation B8:27:EB:97:A8:98
Faspbernpi-3 192.168.85.167  Raspberty Pi Foundation B8:27:EB:48:F1:DF
Faspbernpi-5 192.168.85.227  Raspberty Pi Foundation B8:27:EB:89:77:80
6 alive, 0 dead, 0 unknown

Figure 9: IP exploration with Advanced IP Scanner
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On Figure 9, multiple R3Bs are connected to the network. Please note the IP address of each R3B
belonging to you and connected to you network (you may have only one at this stage) as this

address will be necessary to configure the gateway over SSH and access the MQTT broker and web-
manager.

To create the gateway, the bridge node (DWM1001-DEV) must be attached the R3B. See Figure 10.

Figure 10: Gateway: R3B plus bridge node (DWM1001-DEV)
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4.3 Connect to the R3B from Windows through SSH connection

It is possible to connect remotely to the R3B from Windows using an SSH connection. The R3B and
the host computer must be connected to the same network.

The SSH connection can be setup using TeraTerm, previously downloaded.

Launch TeraTerm and select TCP/IP connection. Connect to the device using the IP address from
section 4.2 . See Figure 11 for detailed setup.

Tera Term: New connection X

® TCPHP Host: [LEFALTERRLIY
History

Service: O Telnet

TCP port: [22

® SSH SSHversion: SSH2 v

O Other
Protocol: UNSPEC

Serial

Cancel Help

Figure 11: SSH connection to R3B with TeraTerm

The credentials to use tor connection are:

Login: pi
Password: raspberry

As shown in Figure 12, the TeraTerm shell is now running on the R3B allowing the user to control it
remotely.

T 192.168.85.167 - pi@raspberrypi: ~ VT - O X
File Edit Setup Control Window Help

Linux raspberrypi 4.14.50-vi+ #1122 SMP Tue Jun 19 12:26:26 BST 2018 armvl?l

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/=/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Tue Mar 5 13:34:39 2019 from 192.168.85.54

SSH 1s enabled and the default password for the 'pi’ user has not been changed.
This 1s a security risk - please login as the 'pi’ user and type ’passwd’ to set
a new password.

pil@raspberrypi:~ $ I

Figure 12: SSH shell after successful connection to the R3B
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4.4  Gateway configuration

In order to join the RTLS network previously created, the gateway Panld must be configured. The
configuration scripts can be found under the directory /etc/dwm1001/.

T 192.168.85.167 - pi@raspberrypi: ~ VT — O 4
File Edit Setup Contrel Window Help

piBraspberrvpi:” % ls -1 /etc/duml001

1 root root 681 Feb 28 16:17 dwml1001.config
1 root root 404 Jan 27 19:51 dwml1001-proxy.config

pilraspberrypi:~ $ |

Figure 13: Gateway configuration scripts

There are two configuration scripts:

e dwm1001.config: configuration of bridge node characteristics such as PAN ID, AES
encryption key, node mode. Configuration of proxy server host IP address when using
multiple gateways across a network.

e dwm1001-proxy.config: configuration of MQTT server host IP address. In most cases this file
should not be modified.

The configuration files must be open with administrator access rights to allow changes. When
connecting over SSH, nano or vi text editors can be used:

e sudo nano /etc/dwml001/dwml001.conf
e sudo vi /etc/dwml001/dwml001.conf (vim knowledge preferable)

T 192.168.85.167 - pi@raspberrypi: ~ VT

File Edit Setup Control Window Help

HH B H R
# DWHM Kernel Module settings

H

# UWB network PANID
# Allowed values: 16-bit number in decimal, hexadecimal or octal format

panid = 0x1234

# UWB encryption
# Allowed values: true/false
enc_en = false

# UWB encryption key
# Allowed values: 128-bit number in hexadecimal format
enc_key =

# UWB firmware update
# Allowed values: true/false
uwb_fwup = true

# UWB mode
# Allowed values: 0=0ff 1=Passive 2=Active
uwb_mode = 2

# daemon settings
proxy_server_host
proxy_server_port
mqtt_user =
mqtt_password =
matt_topic_prefix

Figure 14: Content of DWM1001.conf configuration script

A minimum configuration is to set the network PAN ID as shown in Figure 14.
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4.5 Multiple Gateway configuration

For medium to large RTLS network, multiple gateways will be required to achieve good UWB
coverage across the network.

Additional gateways must report the data they collect to the gateway hosting the proxy server.
To do so, we must provide the proxy host gateway IP address to any other gateways within the
system. This is done in the dwm1001.conf file.

o Anchor UwWB
. = —— —

LI) Tag ’}x'
LAN/WAN
e Gateway —

192.168.85.167

192.168.85.50 ° 192.168.85.51
A
I
o
1
v ()

A 'y
e . .0 N P 0
Vd » LY
\ 4 rd
NI L;l') M Vo
“\\T) P (T
F A N ‘ N N
, I'4 \ ’ N
N\

l : \C o ‘@ ’ 4
o o o o

Figure 15:Example of multiple gateway RTLS network

Figure 15 presents a typical multi-gateway network built with PANS. It contains the following
gateways:

e G1-1IPaddress 192.168.85.167
e (G2 -—1IPaddress 192.168.85.50
e G3-—IPaddress 192.168.85.51

Considering the example above, G1 is the proxy-server host. Thus, the configuration files of both G2
and G3 must refer to G1’s IP address.

The configuration file /etc/dwm1001/dwm1001.conf for nodes G2 and G3 must be modified as
shown in Figure 16.

H daemon settings
proxy_server_host
proxy_server_port
mgqtt_user =

mgtt_password =
mqtt_topic_prefix

Figure 16: Configuration of IP address for multiple gateways
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G1 configuration file should not be modified and the field “proxy server host” should refer to
“localhost”.
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5 NETWORK MONITORING

By adding the gateway function to the PANS RTLS system, it is easy to configure and monitor the
network remotely. This is brought in by two new software components: the web-manager GUI and
the MQTT broker.

5.1 DRTLS Web-Manager

In order to connect to the web-manager, it is necessary to connect to the proxy-server host IP
address using a web browser such as Google Chrome or Mozilla Firefox.

Figure 17Error! Reference source not found. is a snapshot of the web-manager graphical interface.

Setting menu (foldable) ——p = Resetview | | [Starttyping name or id to filter nodes
(('7: Decawave ® Floorplan » Gateways (5)
Floorplan and real-time tags/anchors » Anchors (15)
‘E—@ - B DwicsD-Acrs
bg-AcF2 F :
COg- k. B8 Si hot
v DW1 % APF2 TWaDe 284 napsho
? Help
DWO031,
G06 Go7 Go8
DW1C8D-ACF3 .
. pusez) abe2 List of Gateways,
2.9 220 2
) Anchors, Tags
oweagh e , 128
217 DWOCQS-ACF1
D -ACF3 DWOFRS-ACF2|
G03 Go2 GO1 Reception
210
Dan2
DWOR! CF2 DWOASRAGF1 o
215 234 2138 212 an
20
— — F—— — | 2

¥ MQTT Connected

Figure 17: Web-manager graphical interface

The web-manager contains the following widgets:

e Lists of gateways, anchors and tag within the network

e Main widget displaying a floorplan and position of anchors (red triangle) and tags (colored
dot)

o Afoldable setting menu allowing floorplan changes, hide offline nodes, display or hide
node’s label, display average tag position or raw tag position.

© Decawave Ltd 2020 1.1 Page 22 of 29



PANS: Gateway Quick Deployment Guide

Floorplan update:

The web-manager is setup with a default floorplan that can be modified from the web-manager
interface directly. To do so, open the setting menu and select the “Floorplan” tab. Figure 18 shows

the floorplan configuration window:

Floorplan setting

Upload image Choose File \west wing png.PNG
Aspect ratio x,y (m) [2383 15
Origin x,y (m) 108 23

B Save x Cancel

Figure 18: Floorplan configuration window

The floorplan image to be uploaded must be in PNG format.

The aspect ratio should match the length and width of the real-world floorplan in meters. The origin

is used to set the offset from the center of the system (0,0) points.

It may require a few iterations to find the “Origin” and “Aspect ratio” permitting to display the

custom floorplan correctly.

Anchor configuration:

The anchor configuration tab can be opened either by directly clicking the anchor on the floorplan or

by selecting it from the list of anchors.

Key anchor characteristics can be set from the web-manager.

@ Decawave

Node properties

DWICYEAF2 e Narme (up la 18 byles]
Node ID

UW Fimware Update

LEDs

BLE

Node Type

Ll
pwostglacF2 o
o

GO6 Gos
DWACBD-ACF3
L Initiator

Pasition [m]

Figure 19: Anchor configuration tab

DWOIME-ACF2

0x31E

B Save

* Cancel

W OWoas3-ACF2

[ DWOC05-ACF1

| oWoFs1-ACF2

I DW109D-ACF3

M DWICEACF2
I DWa188-ACF2

[ DW4D16-ACF2

[l OW4DAC-ACF2

[ DW5B24-ACF2

| oWoA95-ACF1

I owezes-acr2
MDWCAAT-ACR2

[l DWeD1A-ACF2
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Tag configuration:

The tag configuration tab can be opened either by clicking the tag on the floorplan or by selecting it
from the list of tags.

Key tag characteristics can be set from the web-manager.

@ Decawave Node properties
DW1C8D-ACF3

100 ms/10Hz »
100 msi10Hz »

Figure 20: Tag configuration tab

Uplink/Downlink data transfer:

Adding a gateway to a PANS network enables the possibility to exchange data other than location
between gateways and nodes within the systems. This non-location data is called “loT Data”

From the web-manager, it is possible to send loT data to a node under the node properties window,
in the “messages” tab. The data sent to the tag can be observed on the UART shell after using the
“udi” command. Data is sent as hexadecimal.

From a node UART shell, it is possible to send loT data using the command “UUI” . For example,
“uui 1234 1” will send the data 0x1234. On the web-manager, the correct reception of the
data can be verified under the node properties window, in the “messages” tab.

lwm> vui 1234 1 Node properties
1l: len=2 cnt=1 rv=2: 12 34

lum> udi

11: show on Configuration

lwm> dl: len=2: 43 21

Received from node [hex] 2019-03-05T16:23:47+00:00
1234

Send to node [max. 34B in hex] (e.g. 0123456789abcdef)
4321

Overwrite last data 2/34B © Send

Figure 21: Uplink/Downlink loT data between gateway and nodes
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Figure 21 shows the exchange of data between a node and the gateway. The node first sends the
data 0x1234. This is configured from the UART shell with the command “uui” . On the web-
manager, “1234"” is displayed under the node properties window, in the “messages” tab.

Second, on the node UART shell, the command “udi” is used to display received loT data. Then
data 0x4321 is sent from the web-manager towards the node. It can be observed in the node UART

shell, confirming the correct reception of data.
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5.2 MQTT Broker

The MQTT connectivity protocol is used in order to interface the RTLS system with the cloud. It
allows several clients to connect to a broker and publish/subscribe to topics. Devices belonging to
the network can publish or listen to various topics such as device localization, configuration or loT
data (non-location data, e.g. sensor data from nodes).

A convenient tool to explore the MQTT broker is MQTT.fx (Apache license):here

To connect to the MQTT broker with MQTT.fx, launch the program and click on the parameter
symbol. In the “Broker Address” setting, enter the proxy host gateway IP address.

Apply changes, close the configuration window and click on “connect”.

See Figure 22 for configuration details.

@ VaTTh- 170 - . -~

File Extras Help

N ) =
- local mosquitto - Sy  Disconnect [ ]

| . . ® | Edit Connection Profil | e
m Subscribe Scripts Broker Stagus Log 1t Honnection Frofies
M2M Eclipse

local mosquitto Profile Name | local mosquitto

Profile Type MQTT Broker - ‘\\\ H

MQTT Broker Profile Settings

$ Broker Address  192.168.85.198

Set broker address to proxy host gateway P~ °°<"™" 1553

ClientID | 7cd075d5432b42e0acd348a719: Gene...

User Credentials SSL/TLS Proxy LWT

Connection Timeout | 30

Keep Alive Interval | 60

Clean Session v/
Auto Reconnect

Max Inflight | 10
MQTT Version v Use Default

Clear Publish History

+ = {Gancel |

Figure 22: Configuration of MQTT.fx to connect to the MQTT broker
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Once connected to the MQTT broker, it is possible to scan for the different topics available. Open
the “Subscribe tab” and click on “scan”. If the RTLS network is active, several topics should exist and

be detected. It is then possible to subscribe to one of the topics to observe its content. Below is an
example of a tag location topic subscription. See Figure 23 for more details.

@ MaTT.fx- 170 X
File Extras Help
‘ Disconnect ol °
Open Subscribe tab
Pu blishl Scripts Broker Status Log
dwm/node/031efuplink/status Ml Subscribe | @y Qo..  Qo.. 2
dwm/node/031e/upfink/location 2461 QoS0
Dump Messages ~ Mute (LSS | dwm/node/031e/uplink/location 2524
QoS0
dwm/node/031e/uplink/location 2525
QoS0
dwm/node/031e/uplink/location 2526
QoS0
dwm/node/031e/uplink/location 2527
QoS0
dwm/node/031e/uplink/location 2528
QoS0
. dwm/node/031e/uplink/location
Click on Scan to 2528
I, . 17-04-2018 17:07:24.61644892 QoS0
Topics Collector (107 Scan v {

"position": {

dwm/gateway/decaa73eafb30e8a/uplink ": 2.1618538,

1.5142754,

: 1.8212752,

dwm/node/031e/uplink/location "quality”: 50

dwm/node/031e/uplink/status
dwm/node/128a/uplink/config
dwm/node/128a/uplink/status
dwm/node/1d0b/uplink/config
dwm/node/1d0b/uplink/status
dwm/node/9a06/uplink/config
dwm/node/9a06/uplink/status

Figure 23: MQTT.fx interface to collect data and interact with MQTT broker

Subscribe to
Data publishe
displayed on

Payload decoded by  Plain Text Decoder
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1.0 05-03-2019 Update document to latest R2 features
0.2 16-07-2018 Updated with new logo
0.1 18-04-2018 Initial release.
© Decawave Ltd 2020 1.1 Page 28 of 29




PANS: Gateway Quick Deployment Guide

7 FURTHER INFORMATION

Decawave develops semiconductors solutions, software, modules, reference designs - that enable
real-time, ultra-accurate, ultra-reliable local area micro-location services. Decawave’s technology
enables an entirely new class of easy to implement, highly secure, intelligent location functionality
and services for loT and smart consumer products and applications.

For further information on this or any other Decawave product, please refer to our website
(http://www.decawave.com)
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